Executive Summary

The Dynamic Gateways for International Research (DyGIR) project will provide a well-tested, production-ready solution for allocating dynamic circuits on IRNC ProNet infrastructure. DyGIR will help IRNC ProNet projects meet the requirements of the IRNC solicitation to provide production hybrid network services including dynamic circuit services and to do so in a way that is interoperable with emerging production dynamic switching network services in the US (e.g. ESnet, Internet2) and in other countries (e.g. GÉANT3, JGN2). [ESnet, Internet2, GEANT, JGN2].  This will increase the value of the IRNC infrastructure by allowing scientific researchers to schedule dedicated network resources (such as bandwidth) on-demand across multiple network domains.

The impact of the DyGIR project for the international science and engineering research community will be significant.  Scientific collaborators and their datasets have become more distributed, necessitating reliable high-speed networks. The high costs of many of these experiments and facilities likewise call for the predictable guaranteed network performance that dedicated bandwidth can provide. Concurrently, the demand for dedicated bandwidth increases as network resources become more limited. Scientific collaborations on networks such as Internet2 use on-demand circuits to achieve these requirements and effectively share the costly network resources between institutions and scientific disciplines. This sharing enables cost savings for the projects while increasing the utility of the high-speed links and exchange points that connect these researchers. Within the context of global scientific collaborations, such sharing requires that these links and exchange points support the scheduling and creation of circuits in a multi-domain, international environment.

In the process of preparing this proposal, Internet2 has discussed with current IRNC project leaders and known IRNC:ProNet proposers to this solicitation their needs in meeting the IRNC solicitation requirements to deploy dynamic circuit network capabilities.  Several of the proposed IRNC:ProNet projects plan to use the Dynamic Circuit Network Software Suite (DCNSS) software suite to implement these capabilities and the Inter-Domain Controller Protocol (IDCP) would benefit from the work of DyGIR [DCNSS, IDCP]. This proposal will also advance the state of dynamic circuit networking in support of international science and engineering by developing new functionality, particularly for international exchange points – critical pieces of the overall global R&E network infrastructure.  
Project Description

1.1 Overview

Modern large-scale scientific computing increasingly utilizes distributed models and distributed analysis. [CCSM] This adds increasing dependence on high-speed, predictable and adaptable networks.  Network requirements are expected to grow across a wide spectrum of disciplines from High Energy Physics and Climate to Biology, Astrophysics and Genomics. Estimated requirements for nearly all of these areas are in the 1000 Gb/s range by 2015. [LARGE]

To provide the predictability and performance required by researchers without negatively impacting all other network users, network administrators take advantage of features offered by modern switches and routers to segregate these high-speed, predictable traffic flows onto private circuits (either physically or logically). By coordinating with other domains, these private circuits can connect highly-distributed research efforts. However, coordinating between domains, and manually setting up these circuits can take weeks or months. The ability to schedule and coordinate domain specific circuit allocations across multiple domains without undue human intervention is needed to automate these circuit allocations.

A number of projects have attempted to lower the cost of setting up circuits by enabling users to create their own dynamic circuits [BRUW, RSVPTE, Glambda, UCLP, Cheetah, Sherpa, GMPLS] . These projects have all run into a number of limitations that have prevented wider adoption. Some of these issues have included: difficulty in making the software work across multiple domains, complexity in deploying the software, inability to schedule future circuits, and lack of fine-grained access controls over network resources.

The Inter-domain Control Protocol (IDCP), implemented by the Dynamic Circuit Network Software Suite (DCNSS), provides a proven solution for networks implementing on-demand circuits to remote destinations. Internet2 in conjunction with ESnet, GÉANT3, CANARIE and USLHCnet developed the Inter-domain Controller Protocol (IDCP), to support the dynamic provisioning of circuits in a multi-domain, heterogeneous environment.  One implementation of an IDC (the entity that speaks the IDCP on behalf of a domain) is the OSCARS project, developed by ESnet with support from Internet2.

One prerequisite for supporting an IDC is the ability to programmatically control the network infrastructure within a domain. DRAGON is a project that implements the domain-specific functionality required to dynamically control a wide variety of network hardware. The NSF-funded DRAGON project is the product of collaboration between Internet2  Mid-Atlantic Crossroads, the University of Southern California's Information Sciences Institute (ISI) East, and George Mason University [MAX, ISI, GMU].
Another prerequisite for supporting an IDC is the ability to monitor the infrastructure in a way that is usable from the multiple domains involved in any particular circuit. perfSONAR is an architecture that has been developed by a wide consortium of participating partners lead by Internet2, Energy Sciences Network (ESnet), the pan-European research and education network (Géant), and Rede Nacional de Ensino e Pesquisa (RNP) [ESnet, Geant, Internet2, perfSONAR, RNP]. The perfSONAR architecture provides the facility to share network performance data between domains, a requirement to support a truly inter-domain control plane.

Internet2’s Dynamic Circuit Network Software Suite (DCNSS) integrates OSCARS, DRAGON, and perfSONAR to create a production software tool to support the IDCP across a network.  Internet2 has deployed DCNSS in support of the Internet2 Network’s DCN Pilot Service and it forms the basis for the Internet2 ION dynamic circuit service that will be a production service in October 2009. DyGIR will customize the Dynamic Circuit Network Software Suite (DCNSS) to support dynamic circuits for IRNC ProNet awardees.

1.2 Proposer’s Experience and Qualifications

Internet2 is the foremost U.S. advanced networking consortium.  Led by members of the R&E community, Internet2 promotes the missions of member institutions by providing both leading-edge network capabilities and unique partnership opportunities that together facilitate the development, deployment and use of revolutionary networking technologies.  Beyond just providing network capacity, Internet2 actively engages the R&E community in the development of important new technology including middleware, security, network research and performance measurement capabilities that are critical to scientific innovation [Internet2, Internet2Network].

The
 IDCP is a product of close collaboration between Internet2, CANARIE, GÉANT, ESnet, and USLHCNet to ensure interoperability between their respective networks [CANARIE, USLHCNet]. Internet2 staff used the experiences gained by operating the Hybrid OPtical Infrastructure (HOPI) dynamic circuit test-bed to inform the development of the IDCP. [HOPI] This protocol offers a common, flexible way for networks to provide inter-domain circuit services that allows users to create end-to-end circuits, independent of the networking infrastructure used by each domain to create their segment of the circuit. The IDCP has seen widespread adoption with a range of organizations, with vastly differing hardware architectures, able to provide compatible production dynamic circuit services. Figure 1 shows the current reach of the dynamic circuit network enabled by the IDCP. Any researcher connected via these networks can allocate circuits, on-demand, to any other researcher in the cloud. This widespread adoption has made the IDCP a cornerstone of the standardization processes taking place in both the GLIF and OGF [GLIF, OGF]. 

The preeminent implementation of the IDCP is the DCNSS. The DCNSS package is release managed by Internet2 and combines the OSCARS and DRAGON project. The DCNSS has been deployed in production settings across all levels of backbone networks, regional networks and universities. The vast majority of the institutions shown in Figure 1 have used the DCNSS to provide these dynamic circuit services. Internet2 has also used its expertise to assist those that deploy the DCNSS for the first time and gained considerable experience educating others on dynamic networks in the process.
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Figure 1: The current networks connected using the IDCP
The focus of most current development the DCNSS and the IDCP is to allow campus, regional and backbone networks to provide dynamic circuit services; however, there have been discussions in GLIF, OGF and elsewhere about features needed by exchange points and link operators. These discussions highlighted two areas of functionality desired by link operators and exchange points: (1) allowing delegating of circuit policies to the owner of a link, and (2) enabling both layer2 and layer1 circuit services. Through DyGIR, Internet2 will use its experience to extend the DCNSS to meet these additional requirements. This extended version will be provided as a set of software packages that can be easily installed and upgraded by the awardee.

The DyGIR project has been in contact with the authors of IRNC proposals in this round of solicitations to gauge their interest in dynamic circuit services, and their interest in using a solution based on the DCNSS.  Preliminary findings indicate that that there is interest from the research and education community in continuing to adopt the IDCP and to deploy the DCNSS, in particular.  IRNC:ProNet proposals that expect to implement the DCNSS package developed by DyGIR have provided Letters of Support to this proposal (see attached.)
1.1.1. Project Impact

This project will enable link operators and exchange points to easily and efficiently provide dynamic circuit services on their networks to gain the ability to share and schedule access to the link or path through the network using an easy-to-use, standard method. Link operators and exchange points will also gain the ability to provide fine-grained access to their resources without requiring substantial manual configuration.

IRNC links and networks will increase the utility of the IRNC funded infrastructure by deploying dynamic circuit services. Modern, large-scale science requires networks that are dependable, predictable and adaptable. [LARGE] Distributed simulation resources are required not only because of the scale of the individual models, but because models are interrelated and depend upon sub-models. [CCSM] For this paradigm to be effective, the networks supporting these large-scale science efforts must be predictable and high-performance. Some international projects have indicated the need to move terabytes per day for months at a time with very little down time. [LHC] For projects with shared instruments or compute resources, a network problem is catastrophic to individual experiments. Therefore, large-scale science requires guaranteed performance from the network. 

DyGIR will help IRNC awardees meet the dependability and adaptability required by distributed scientific endeavors by providing ways to isolate scientific traffic flows onto infrastructure with known bottleneck properties and away from competing traffic therefore allowing the flows to be optimized without the need for performance sapping congestion avoidance schemes used by TCP. [TCPCC] Combine this with an application controllable network control-plane and individual compute runs can eventually predictably schedule network resources in the same way that compute servers are scheduled today.
Use of dynamic circuits and specifically DyGIR allows these IRNC funded network resources to provide predictable network performance to multiple unrelated science projects. Scheduling and sharing these limited links improves the utilization of the limited resource as well as decreases the costs borne by each IRNC awardee. In the absence of this kind of sharing, only the largest scientific projects will benefit from the ability to collaborate over large distributed parts of the world, because those large projects will be the only ones capable of financing the dedicated network resources. As the IRNC-funded links and exchange points are focal points between a wide range of research networks, the deployment of dynamic circuit services by these links and exchange points can vastly increase the opportunities for collaboration between researchers and resource sharing. 

1.1.1.1. International Impact

Deploying dynamic circuit services on IRNC links and exchange points will provide an immediate benefit to researchers already using the existing global dynamic circuit network. There are, currently, only a fixed number of dynamic circuit-capable paths between the United States, Asia and Europe. These connections will quickly become bottlenecks when international collaborators begin utilizing dynamic circuits. Increasing the number of links and exchange points capable of providing dynamic circuits will allow for more paths between researchers and ease contention over the bottleneck links.

Projects like the LHC are breaking new ground in distributing data to researchers across the globe. The longer-term benefit of DyGIR is in fostering these kinds of international collaborations by decreasing the costs associated with international data sharing.

1.1.1.2. Intellectual Merit

Global Optical Lambda Exchanges (GOLEs) make it possible for networks to be interconnected that shares the costs among all the networks. Enabling GOLEs to offer dynamic circuit services is fundamental to the expansion of the dynamic circuits to researchers around the world. There have been significant discussions about the requirements for a dynamic GOLE, but few GOLEs have attempted to deploy dynamic circuit services. This lack of deployment makes it harder to gauge whether the discussions of GOLEs are moving in the right direction. By building the infrastructure necessary to begin wide deployments of dynamic circuit services by GOLEs, DyGIR will provide real-world feedback of these dynamic GOLE discussions.

Another area of intellectual contribution will be enabling research in new networking technologies. Projects like GENI are looking to transform networking in significant ways [GENI]. Dynamic circuits foster an environment where new protocols and network architectures can be tested without negatively impacting production traffic and networks. By fostering adoption of dynamic circuit services, DyGIR will enable more researchers to participate in these groundbreaking efforts.

1.2. Project Members And Structure

The DyGIR team will consist of Internet2 engineers in the development, packaging, and deployment assistance of the DCNSS targeted at exchange points and link operators.  Due to the collaborative nature of the DCNSS, it is likely other organizations will continue to contribute both time and effort to the ongoing development of this project. 

1.3. Project Goals

The primary goal of DyGIR is to increase the ability for researchers to obtain predictable global connections to locations of interest. Many research networks connect together through IRNC-funded links and exchange points. By facilitating the adoption of dynamic circuit services on these links and exchange points, DyGIR will increase the reach of the global dynamic circuit network, enabling greater opportunities for collaboration. 

DyGIR also aims to aid exchange points and link operators in meeting the requirements of the IRNC proposals by facilitating their adoption of the dynamic circuit services that are compatible with the standard IDCP. DyGIR will aid exchange points and links by producing a version of the DCNSS that is designed to meet their needs.

DyGIR will gain a better understanding of the unique requirements of link operators and exchange points through the development of exchange point and link operator-specific features and the feedback from deployers. This knowledge base coupled with the resulting improved software and documentation will make deploying and supporting these advanced network features even more easy for future link operators and exchange points. 

1.4. Project Scope

The DCNSS provides a strong basis for link operators and exchange points to support hybrid networking. The software has been deployed across a variety of networks with vastly differing hardware, network topologies and policies. However, there are a number of areas that may require customization to meet the needs of exchange points and link operators:

· Hardware Recommendations: The IRNC awardees will need to deploy hardware for their dynamic circuit services, and will need to know what hardware is supported. DyGIR will create a set of recommended hardware that awardees can use when choosing hardware to deploy and work with awardees to support selected hardware.

· Software Features: The DCNSS was built to meet the needs of backbone, regional and campus networks. While that provides most of the functionality needed by exchange points and link operators, there are additional features, most notably in the area of access control and available circuit services that do not meet the needs of exchange points and link operators. DyGIR will enhance the functionality of the DCNSS to meet these needs of exchange points and link operators.

· Hardware Support: Some awardees may have existing hardware infrastructure that they would prefer to use to enable dynamic circuit services. If this set of hardware is not currently supported by the software packages, DyGIR will investigate supporting that hardware.

· Software Packages: DyGIR will produce a set of easy-to-install packages of the DCNSS that are specifically tailored to the needs of the exchange points and link operators.

· Deployment Support: DyGIR will aid the IRNC awardees in deploying the software packages. This will include answering questions, and providing timely fixes for any software faults discovered.

· Regular Releases: DyGIR will work with the awardees to define a regular release schedule. This regularity will make it easy for administrators to plan service offerings and maintenance windows while ensuring that the service offerings are up to date with bug fixes and new features.

1.5. Project Plan

The milestones of DyGIR are as follows:

1. Release of a hardware recommendation that is known to work across a wide variety of networks. 

2. Development of features required for link operators and exchange points to deploy the DCNSS.

· Add support for currently unsupported hardware.

· Add support for specific functionality required by exchange points and link operators. The focus will be on developing a more flexible access control component as well as working toward enabling a wider array of circuit services.

3. Creation of easy-to-install software packages to enable IRNC awardees to make dynamic circuit services available.

· Create software packages for a wide variety of architectures and operating systems. Each package will be well tested, well documented, and easy to deploy.

· Create a standard set of repositories of the software packages, easing upgrades when new packages, security-related or otherwise, are released.

4. Software package deployment assistance for IRNC awardees

· Evaluate the effectiveness of the packaged software installation and supporting documentation.

· Troubleshoot any installation or configuration errors.

· Address any software faults in an expedient manner.

5. Regular releases of updated DyGIR packages to meet the requirements of IRNC awardees.

· Regular release cycle to make enhancements and new development available to IRNC awardees.

· Regular testing and security analysis to ensure the latest software adheres to the standards expected for scientific research.

1.5.1. Hardware Recommendation

Awardees will need to deploy hardware, both servers and switches, to enable dynamic circuit services. Internet2 personnel have extensive experience deploying dynamic circuit services on a variety of hardware architectures and network environments. The DyGIR project will work with IRNC awardees to define hardware combinations that make the most sense based on their unique situations. This will depend on the existing hardware and software infrastructures they have in place.

The information gathered from the discussions with the awardees, coupled with the experience of Internet2 personnel will be condensed into a set of hardware recommendations detailing the types of hardware that make sense for different network architectures. This information will then be provided to future IRNC awardees interested in deploying dynamic circuit services.

1.5.2. Development

The Dynamic Network Software Suite (DCNSS) needs development in three specific areas to meet the needs of exchange points and link operators: (1) Device drivers for hardware commonly deployed at these sites that is not currently supported by the software, (2) services that allow the delegation dynamic circuit policy to operators, and (3) extension of provisioning below layer 2. 

1.5.2.1. Hardware Support

The DCNSS supports nearly 20 switches from 12 difference vendors [DragonSwitches]. However, the suite’s hardware support is not exhaustive for all switches and switch software versions currently available and in use. The software suite may need to be extended depending on which hardware each IRNC awardee selects.

1.5.2.2. Flexible Policy Definition
The existing DCNSS has been designed around the backbone/regional/campus networks. In these kinds of network architectures, each domain controls a single network. The domain controls the policy for all its network elements, and is responsible for allocating that domain’s segment of an end-to-end network.

The model required by DyGIR differs greatly from the backbone/regional/campus model in that there are two distinct organizations, link operators and exchange points, each with a different role in the reservation and instantiation of circuits. In this model, the link operator controls the policy for a given network element, it’s link. Exchange points, however, are the entities responsible for configuring the hardware to instantiate the circuit. Each exchange point may be responsible for setting up circuits for different link operators.

The DyGIR project will incorporate this separation of responsibility for circuit instantiation and access control into the DCNSS. Link operators and exchange points have are expressed interest in two different models for handling this separation. In one model, the link operator runs its own server that is queried during circuit reservation, and may accept or reject a reservation request. In the other model, the exchange points on either side of the link delegate policy making decisions to the link operator, freeing the link operator from needing to run its own service. DyGIR will modify the DCNSS to support both modes of operation.

The first model, shown in Figure 2, has a link operator running its own service. During the reservation phase, this service is contacted, and may accept or reject a reservation based on its own criteria. This model requires link operators to run their own server, but allows them to keep their access-control policies private. The model, itself, is similar to the existing model used by the IDCP and the DCNSS. However, the current DCNSS expects that a domain will both consist of more than a single link, and be responsible for instantiating a circuit. 

The second model, shown in Figure 3, allows exchange points to delegate the creation of policy rules to link operators. The link operator will have a graphical interface for defining the rules which would login to the appropriate exchange points, and update the rules for each network resource under the link operators control. The link operator would no longer be expected to run their own service, with the caveat that the exchange points would know the link operator’s policies.
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Figure 2: The Link Operator runs its own IDC

Figure 3: Exchange Point Delegates Control

1.5.2.3. Extending Supported Circuit Types

The DCNSS currently supports networks where circuits ingress and egress as Ethernet. A number of exchange points have expressed interest in enabling users to allocate circuits whose ingress and egress points are not Ethernet. The DyGIR project will extend the DCNSS to support the creation of circuits whose ingress and egress points from the exchange points are over SONET links. This will allow link operators to allocate SONET circuits across exchange points without needing to contact the exchange point operators.

Another enhancement to DCNSS that would benefit IRNC awardees would be to support allocating a circuit across a network that enters as an Ethernet stream, is encapsulated into SONET, and leaves the network as a SONET stream. Most user networks consist of Ethernet, whereas a large number of long distance, backbone links are SONET. This hasn’t been a hindrance to adoption by backbone networks and regional networks as the edge points of these networks are generally Ethernet. However, exchange points often connect SONET links to these Ethernet edge points. DyGIR will modify the DCNSS to support encapsulating Ethernet circuits in SONET circuits, and de-encapsulating back to Ethernet in another network.

1.5.3. Packaging

The DCNSS includes a large number of components and features. DyGIR will produce a set of components and features specifically targeted at the IRNC awardees based on their unique configuration and hardware requirements. These components will be bundled together into a special set of packages optimized for the needs of the IRNC awardees.

1.5.4. Deployment

Tested and released packages will be deployed in stages. Deployment is broken into two phases, each with their own stages:

· Phase 1: This phase is the pilot phase where packages are produced for a subset of the IRNC awardees, chosen for their willingness to be early adopters and provide feedback to the development team. This phase will make later deployments to the wider group of awardees go more smoothly.

· Stage 1: Develop DyGIR packages for a subset of the awardees that meets their functional, and security needs.

· Stage 2: Work with the subset of awardees to deploy the hardware and software

· Stage 3: Obtain feedback from awardees regarding additional desired functionality, software faults, or areas where documentation can be improved.

· Phase 2: This phase concerns development and deployment for the whole group of IRNC awardees. This phase may be repeated as new features, documentation, or fixes for software faults are needed.

· Stage 1: Based on awardee feedback, develop new features, documentation, and fixes for software faults.

· Stage 2: Re-package the software to include the changes from stage 1.

· Stage 3: Work with the awardees to deploy the software, and hardware (as needed)

· Stage 4: Obtain feedback from awardees regarding additional desired functionality, software faults, or areas where documentation can be improved. Repeat this phase if needed. 

1.5.5. Software And Package Refinement

The key to the long-term deployment of dynamic circuit services by the awardees is to ensure that the software packages provided meet their ongoing needs, including new features, support for new versions of the switch operating system, and timely fixes for software faults. The DyGIR project will engage the awardees in an ongoing dialog to determine these needs, and provide regular releases on a timeline that is most effective for all parties involved. 

This dialog will be facilitated by a combination of private emails, public mailing lists, and an issue tracker. The mailing list will be the main point of contact between awardees and developers, packagers and deployers. This mailing list will become a community for all awardees, fostering communication between the DyGIR team and awardees as well as between the awardees themselves.

Because of privacy concerns regarding the inner-workings of awardee networks, there may be some discussions that awardees would prefer not to have on the public mailing list. These discussions will occur via either direct mailings between awardees and the project team, or a private mailing list setup specifically for discussions of that awardee’s network. 

The Issue Tracker will be the primary method for tracking the status of the project team on developing new features and fixing software faults. Updates to the Issue Tracker will be automatically sent to the public mailing list to enable awardees to easily follow issues. 

1.5.6. Timelines

Year 1

Months 1 – 2: Requirements gathering with IRNC awardees. This includes functional, hardware and security requirements. Creation of initial hardware recommendations for sites.

Months 3 – 9: Development of required functionality, and creation of initial packages for identified architectures and platforms.  Installation/Configuration Testing.

Months 10 – 12: Security testing.

Months 4-12: Pilot group of IRNC awardees would begin ordering and deploying hardware (as needed).

Year 2

Months 1 – 3: Deploy packages to pilot group of IRNC awardees.  Accept feedback regarding packages, and potential development activities.

Months 4 – 6: Work with the remaining IRNC awardees to deploy the packages.

Months 4-12: Release and help deploy 2 to 3 more software releases, taking account of feedback from awardees about software faults and desired features. Security releases are not counted among these 2 to 3 releases, as they will be released as needed.

During year 2, DyGIR would work with awardees to demo their new services at major conferences.

Year 3

Months 1-12: Release and help deploy 1 to 2 more software releases, taking account of feedback from awardees about software faults and desired features. Like the releases in the previous year, security releases are not counted among these releases.

During year 3, DyGIR would work with awardees on a large-scale multi-domain demo to showcase the benefits of the dynamic circuit services for researchers.

1.6. Security

The prevalence of attacks on service providers has made security a primary concern for all service providers. Security is even more important for dynamic circuit services because these services have the ability to control core infrastructure, and these services enable reservations that can block out future reservations if unchecked. This need for robust security makes it a cornerstone of DyGIR.

The software base for the packages, the DCNSS, has seen wide deployment among major networks, including Internet2 and ESnet. These deployments can offer tremendous insight into the security issues and solutions for networks looking to offer dynamic circuit services across their essential infrastructure.

There are 3 major areas in which security implications need to be considered: the reservable resources, the control plane and the data plane.

1.6.1. Resource Protection

A primary method for securing the IRNC links and exchange points is for the links and exchange points to be able to define fine-grained access to their resources. This includes support for strong authentication guarantees, as well as a flexible way for defining the circumstances under which specific users can use their services. This combination protects against both trusted and untrusted users. Untrusted users will be unable to allocate a circuit using resources to which they should not have access. Trusted users will be prevented from accidently reserving too many resources, preventing other users from using those resources.

The DCNSS uses X.509 certificates to provide strong authentication guarantees[X509]. This authentication method prevents individuals from masquerading as other users and obtaining access to resources they would not otherwise be able to access.

The DCNSS includes a flexible component for allowing networks to control access to their resources, which resources they can access, and under what circumstances they can be accessed. DyGIR will modify this component to allow link operators to control access to their links.

1.6.2. Control Plane Security

The control plane software communicates directly with the switches and the routers, making its security of paramount importance to the security of the dynamic circuit service as well as the link and exchange point as a whole. 

The control plane software consists of two broad pieces: the inter-domain controller and the domain controller. The inter-domain controller handles communication between domains, and the scheduling of resources. The domain controller communicates with the backend switches and routers and handles setting up the circuit.

There are two areas of importance in securing the control plane: securing the hosts on which the control plane software runs, and securing the communication between the control plane elements.

1.6.2.1. Host Security

Both of these pieces run on servers, making their security dependent on the security of the underlying hosts.

If an attacker is able to gain access to either the host running the domain controller or the host running the inter-domain controller, they will be able to consume network resources, change the configuration of the service or render the service unusable. If the attacker gained access to the domain controller, he would also have the ability to communicate directly with the switches and routers with the same level of access as the domain controller software.

Each awardee will likely have their own common practices for ensuring the security of their hosts. For those who do not have a set of common practices, DyGIR will make available a security best common practices to help them secure the host. 

1.6.2.2. Communication Security

There are three areas of communication in the control plane: the communication between domains, between the inter-domain controller and the domain controller, and between the domain controller and the backend switches and routers.

The communication between domains is encrypted with TLS, and signed using X.509 certificates[TLS]. These certificates will be exchanged using best common practices, including revocation, to ensure that attackers are not able to subvert the communication between domains.

The inter-domain controller communicates with the domain controller to instantiate circuits. This communication is protected using Secure Shell (ssh) tunnels, and ssh keys to prevent attackers from spoofing the inter-domain controller or the domain controller [SSH].

The domain controller sends messages directly to the routers and switches to configure the circuit. Attackers must be prevented from communicating directly with the routers and switches or modifying the messages between the domain controller and the switches or routers. The methods for achieving this security are well understood as they are the same for network operators who have machines through which they connect to manually configure the switches and routers.

1.6.3. Data Plane Security

When a circuit is created, the circuits path will typically have segments that share resources with other circuits, commercial links or other unrelated traffic. The dynamic circuit offerings must ensure that these circuits do not interfere with traffic on these other circuits and links. The methods for ensuring this security are similar for manually configured circuits. 
1.6.4. Security Plan

To ensure that the services offered by IRNC awardees are configured securely, DyGIR will work with the awardees to produce a set of Best Common Practices tailored for their specific needs and network environments. These best common practices will extend from descriptions of how to manage user accounts, and resource access, all the way down to securing the communication between the data plane software and the routers and switches.

DyGIR will create a private list for the awardees to announce security related fixes, and to discuss security issues. This will enable discussion of security issues and release of security fixes without giving attackers information that could be used to attack the dynamic circuit services. 

DyGIR will provide security patches for DyGIR packages. These patches will be released as software packages that work with the standard operating system packaging utilities, making it easy for awardees to deploy security updates when they are released.

1.7. Project Management

1.7.1. Team Member Roles

The hands-on management, day-to-day activities of the project, and direct support of the software will be provided by Internet2, under the leadership of the PI.  The combined team will include: 

· PI and Lead Coordinator: Lead the overall project. Coordinate closely with the Software Architect, Software Packager, and Central Web Services Coordinator to maximize the value of the released product for IRNC awardees.
· Co-PI and Community Outreach Coordinator: Coordinate closely with IRNC awardees who deploy the project software (working with them to identify issues and communicating project plans to them). 
· Software Architect: Interface with IRNC awardees regarding enhancements to existing software and development of new solutions.   Work with members of the DICE community to implement IRNC suggestions. 

· Software Developer: Build and release the software package for IRNC awardees. Track issues (bugs or security fixes, protocol changes) to ensure an up-to-date, protocol-compliant implementation.

· Software Developer/Demo Operator: As above plus support demonstrations of multi-domain dynamic circuit provisioning including IRNC-funded links

1.7.2. Facilities And Location

There are two types of computing facilities that DyGIR will use. One type of facility, network testbeds, consists of host PCs and switches, and will be used to test out features and configurations requested by IRNC awardees. The other type of facility is a compile farm, which enables the software packages to be built on a variety of architectures.

Internet2 has three network testbeds for use by the DyGIR project. These can be configured to provide an environment closer to that of an IRNC-awardee. One facility is located in Ann Arbor, Michigan that can easily be rewired or reconfigured to have network topology matching that of the awardee’s. Internet2 has a Ciena testbed with one host located in Bloomington, Indiana, and the other located in Indianapolis, Indiana can be used to test features against Ciena hardware. Finally, a testbed in Baltimore, Maryland can be used to construct complex topologies, and enables testing new features in an inter-domain fashion.

DyGIR will utilize the NMI Build and Test Lab to create packages for multiple hardware and operating systems combinations and to provide a software regression test suite [NMI].

1.8. Evaluation

A number of both quantitative and qualitative assessments will be used to judge the success of the project.

1.8.1. Quantitative Measurements

The DyGIR project can be effectively measured in two ways:

· Deployed Instances: The biggest gauge for success how many more links and exchange points are offering dynamic circuit services. 

· Software, Packaging and Documentation Faults: It is expected that development, packaging and documentation will not be complete after the initial pilot.  The DyGIR issue tracking system will offer an efficient and meaningful view of the open tasks and the rate at which they are discovered and repaired.

1.8.2. Qualitative Measurements

As part of the on-going refinement of the software, IRNC awardees will be directly providing feedback on the progress and effectiveness of DyGIR. Among the feedback collected from participants will be a critique of the software in the following areas:

· Feature Quality: A focus of DyGIR is the development of new features to meet the unique needs of link operators and exchange points. The most important metric for judging the success of this focus is how effectively these added features meet the needs of the administrators.

· Software Quality: DyGIR, and by extension the DCNSS development team, strive to make high quality software that is free of defects. This is a necessary prerequisite for longer term deployment of dynamic circuit services as organizations are unlikely to deploy critical services using untrusted software. Developing trust in the software requires timely response to issues encountered in the field as well as an open and transparent approach toward reporting and fixing those issues.
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