 Appendix ??. TeraPaths: End-to-End Network Path QoS Configuration through Hybrid WANs Using Cross-Domain Reservation Negotiation 

Dimitrios Katramatos and Dantong Yu, Brookhaven National Laboratory

Shawn McKee, University of Michigan

January 2009

Summary

The TeraPaths project at Brookhaven National Laboratory (BNL) investigates the combination of DiffServ-based LAN QoS with WAN MPLS tunnels and dynamic circuits in creating end-to-end (host-to-host) virtual paths with guaranteed bandwidth. These virtual paths prioritize, protect, and regulate network flows in accordance with site agreements and user requests, and prevent the disruptive effects that conventional network flows might bring to one another. The project’s research, software development, and testing needs are being served by a unique testbed: a collection of end-site subnets connected through high-performance WANs. The TeraPaths testbed is rapidly evolving towards a multiple end-site infrastructure, dedicated to QoS networking research, and it offers unique opportunities for experimentation with minimal or no impact on production networking operations. Currently, TeraPaths interfaces with the OSCARS system to dynamically setup and tear down end-to-end paths, composed by layer2 and layer 3 segments, between BNL (LHC Tier 1 center), the University of Michigan, and Boston University (LHC Tier 2 site) through ESnet and Internet2.

Introduction

The TeraPaths project at BNL researches the configuration of end-to-end virtual network paths, with bandwidth guarantees, across multiple administrative domains. The TeraPaths software, deployed at end sites, serves a dual role:

· It performs data flow admission control with advance reservations and subsequently coordinates the configuration of end site LANs so that authorized data flows receive QoS guarantees

· It interfaces with WAN service provider systems to setup MPLS tunnels and/or dynamic network circuits (layer 2), so that authorized data flows traverse from source to destination in a guaranteed bandwidth environment.

The net effect of TeraPaths is the scheduled establishment of end-to-end virtual paths with guaranteed bandwidth, dedicated to specific data flows. These flows will be treated with different priority than ordinary flows by all network devices along the route from source host to destination host (see Figure 1). TeraPaths bridges the gap between data transfer-intensive applications and high performance heterogeneous networks
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Figure 1: TeraPaths path setup.

TeraPaths has evolved from a single-site last-mile solution to a fully distributed system capable of coordinating the QoS configuration of end site LANs for prioritized data transfers through advance reservation scheduling. The system includes an OSCARS client software module that interfaces with the OSCARS system to set up MPLS tunnels across ESnet or dynamic circuits across ESnet and Internet2.
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Figure 2: The TeraPaths testbed.
The TeraPaths testbed (see Figure 2) includes a dedicated test subnet at BNL, the UltraLight subnet at the University of Michigan (UMich), and the USATLAS subnet at Boston University. This makes possible the automated establishment of complete end-to-end virtual paths all the way from BNL hosts to hosts at other end sites through ESnet, Internet2 and regional networks, i.e., NoX (Northern Crossroads in Boston), and Merit and MiLR (Michigan Lambda Rail) in Ann Arbor.
Implementation

Ensuring QoS for a path between a source and a destination site requires the coordinated configuration of the network devices of all domains along that path. The end-site LANs are under the direct control of a configuring system (in our case, we assume that all end-sites are under the control of TeraPaths), while WANs have their own admission control system for any traffic other than best effort.  We considered three models for carrying out an end-to-end setup: the star model, the daisy chain model, and a star/daisy chain hybrid model (see Figure 3). We chose to implement the hybrid model because it simplifies interoperability between different network management systems while imposing minimal restrictions on individually managed network domains.
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Figure 3: The three end-to-end setup models.

TeraPaths offers a flexible way to partition a site’s available bandwidth by assigning pre-determined fractions of bandwidth to a set of service classes within each end-site’s LAN perimeter.  Figure 4 shows an example partitioning scheme of a site’s available bandwidth. Each class is represented by a distinct color. A single flow or a group of flows can be given the entire bandwidth assigned to a class or a fraction of this bandwidth, using static and/or dynamic allocation techniques. This partition scheme can potentially accommodate several hundreds of individual flows (depending also on hardware limits), while using some or all of the 64 available DiffServ classes.
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Figure 4: TeraPaths Bandwidth Partitioning Scheme.

2008 Update

In 2008, work on the project continued with the following main directions:

· Research:

· Exploration of methods to optimize the utilization of dynamically created WAN circuits and minimize resource waste. As the number of circuits a site can simultaneously utilize is restricted by VLAN tag availability, individual flows that have common source and destination from the perspective of the WAN need to be directed into common circuits with enough bandwidth to accommodate these flows. 

· Exploration of methods to actively detect circuit failures, switch affected flows back to the IP network, attempt to reacquire circuits, and redirect flows back into them.

· Exploration of methods to optimize router access control list rules for complex source/destination flow definitions

· Further code development:

· Revision of core TeraPaths architecture (see Figure 5) – simpler structure, improved management, improved security.

· Automatic recovery of reservations and router configurations in case of server crashes.

· New command line client with increased functionality

· Support for grouping multiple reservations into the same circuit.
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Figure 5: Revised core TeraPaths architecture.

· Support for flows between complex source/destinations.

· Support for special case of network architecture where domains are connected by dedicated physical links.

· Support for single-site (compatibility) mode, when one end site domain is running a TeraPaths instance and the other a non-TeraPaths instance.

· Initial implementation of active circuit probing.

· Interfacing with OSCARS 0.3 and 0.4.

· Software integration:

· Implementation and testing of first generation plug-in for SRM.

· Collaborative activities:

· Demonstrations at Joint Techs Winter ’08, Internet2 SMM ’08 (see Figure 6:), SuperComputing ’08.
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Figure 6: Demonstration traffic showing simultaneous regulation of two flows while using the same WAN circuit

· Presentations at Joint Techs Winter ’08 and Summer ’08, CEWIT ’08. 

· Interoperation effort with the Lambda Station and Phoebus projects.

· Flow prioritization tests with CITI in the presence of competing traffic saturating 10G link (see Figure 7).

· Testbed expansion: 
· Addition of CITI subnets to UMich site
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Figure 7: Tests against competing Best Effort traffic (blue points are priority traffic, when the TeraPaths reservation becomes active, priority traffic reaches desired level).
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