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CERN network description:

The CERN computer network consists of different areas: the LCG backbone, that serves the server farm of the Tier0 centre; the GPN or Campus, that connects all the users and generic servers; the Technical Network, that connects all the control system devices in the buildings and in the LHC tunnel. Furthermore, each Experiments has a dedicated network for the control system devices and those of data acquisition system..

Architecture:

The areas that constitutes the CERN network are depicted in Figure 1.

[image: image1.png]



Figure 1: The CERN network.

The core of the network is the GPN area. It's main purpose is to connect all the users and servers in the Campus. The GPN is connected to all other areas and provides transit connectivity amongst them as well as access to the Internet.

The LCG backbone connects all the experiments and the Tier0 server farm (CPUs, disks, tapes) The LCG is directly connected to the LHCOPN and thus to all Tier1s.

The Technical Network (TN) is undergoing a major upgrade: all the routers are being replaced and all the backbone links upgrade to 10Gbps. The upgrade will be completed before the LHC restart in summer 2009.

Bandwidth capacity:

The capacity of the LCG backbone was doubled during 2008 and is now at 4.8Tbps. The connections to the Tier1s have a aggregated capacity of 110Gbps.

The GPN backbone has a capacity of 400 Gbps. The firewall system is 20Gbps capable and can be upgraded up to 80Gbps, if required. GPN and LCG are connected with 40Gbps uplinks.

The connectivity to the research backbone is 10Gbps and provided by Geant2, Abilene, Esnet. The connectivity to the general purpose Internet is 10Gbps and provide by three ISPs (Sunrise, Interoute and TSystems).

Security:

All the different areas are secured with Access Control Lists (ACLs) applied at the interconnecting routers. Those ACLs are automatically generated and deployed by the CERN Network Management System, according to the policies provided by the Security Team and the connectivity requirements of the users.

Some sensitive areas, like the Technical Network and the experiments, are not reachable from the Internet. 

All the plugs to the network are secured, with checks made of the credentials of the machines and of the users that try to connect.

Monitoring:

The network monitoring is managed by a single system, Spectrum. It collects all the data from all of CERN's network equipment, and it can proxy this information to external systems, such as the LHCOPN's Perfsonar and Monalisa. 

Manageability:

Standardization has been put in place wherever possible, including in the networks of the experiments that now rely on the standard services. Procedures for new installations and faults isolation and repair have been simplified and standardized, thus reducing the intervention time, increasing  the overall reliability and reducing the cost of ownership.



