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Project Summary  
Intellectual Merit: Caltech proposes, together with CERN, US LHCNet, Intern
GLORIAD and major regional and state network partners throughout the US, the NRE
projects such as Geant3 in Europe and partners in Latin America (RNP, ANSP), to d
DYNESTAR, the first fully resilient, dynamic high performance transatlantic hybrid
intensive science. DYNESTAR will interconnect the GLIF Open Lambda Exchanges a
including StarLight/TransLight in the US, and CERNLight, Netherlight, Northern
UKLight, MoscowLight and the planned MarseillesLight, as well as other exchange p
integrating emerging standard protocols for dynamic circuit provisioning
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integral part of a robust, global architectural solution, to provide the bandwidth and data transfer services 
needed by hundreds of physics groups at Tier2 and Tier3 sites. Through adoption of the GLIF open 
lightpath exchange policies, it will work with TransLight/StarLight to provide the broadest reach possible, 
linking R&E networks and research teams in many fields of science in the US, Europe, Asia and Africa. 
DYNESTAR will deliver these capabilities to the broader scientific community by coupling dynamic 
circuits, high throughput data transport and end-to-end monitoring to the grid-based analysis systems. 
Leading examples are ATLAS, CMS and the other LHC experiments, where DYNESTAR will greatly 
improve the performance of data analysis. DYNESTAR will amplify the capabilities of Open Science 
Grid  by providing the highly reliable network services essential for efficient grid operations.  

monitoring, and services for circuit management and scheduling from UltraLight and p
proposed FENRIR project, DYNESTAR will allocate channels with bandwidth guaran
data flows, enabling thousands of scientists to utilize network resources more effectively
A focus of DYNESTAR will be to support the long-range multi-teraby
by the LHC program, in particular the university-based Tier2 centers, complementing D
whose main focus is Tier0-Tier1 and Tier1-Tier1 operations. DYNESTAR will also s
programs such as LIGO, the Virtual Observatory, large scale sky surveys, the Earth Sy
broader scientific community through the use of standard (IDC-based) dynamic circuits
DYNESTAR will build on key open source software components that have already bee
tested and hardened in part by our team: the Internet2 DCN Software S
perfSONAR, the UltraLight Linux kernel and high throughput applications such as
hybrid DYNESTAR architecture, existing applications such as LambdaStation and Ter
flows from selected end-systems towards the dynamic circuits, on a per-flow basis. Th
support standalone services and applications targeted at individuals and small group
capabilities of scientists in many data intensive fields on campuses across the U.S. and E
We are requesting funds from the NSF IRNC program for transatlantic links that are the
DYNESTAR: initially two OC-192 links in 2010 that will interoperate with the exis
infrastructures to create a resilient mesh of approximately 8 transatlantic and 8 contine
As DYNESTAR and its partners progress to 40 Gbps and 100 Gbps next-generation ne
funded part of DYNESTAR will reach 100Gbps of transatlantic capacity by 2014, w
contribution on the same scale from our partn
LHCNet for Tier0 and Tier1 operations, and 100G links in the US and Europe provis
network partners mentioned above by that time.  
DYNESTAR intends to collaborate with the IRNC:Exp project FENRIR, that will build
results to develop a generally applicable dynamic cyber-resource provisioning, contro
service. Acknowledging its importance and potential direct benefits to DYNESTA
community served, DYNESTAR will dedicate 1 Gbps between the US and Europe as
FENRIR test-bed, along with the other FENRIR partners. 
Broad Impact: In addition to dynamic end-to-end circuits, DYNESTAR will apply it
mesh-restored connections to support peerings at Layer3 across the Atlantic wi
availability: in excess of 99.9% based on US LHCNet experience. DYNESTAR will w
and NLR, ESnet to the DOE HEP labs, and the NRENs and GEANT3 in Eu



Project Description 
A. Introduction 
Intellectual Merit: Caltech proposes, together with CERN, US LHCNet, Intern
GLORIAD, and major regional and state network partners throughout the US, the NRE
projects such as Geant3 in Europe and partners in Latin America (RNP, ANSP), to d
DYNESTAR, the first fully resilient, dynamic high performance transatlantic hybrid
intensive science. DYNESTAR will interconnect the GLIF Open Lambda Exchanges a
including StarLight/TransLight in the US, and CERNLight, Netherlight, Northern
UKLight, MoscowLight and the planned MarseillesLight, as well as other exchange p
integrating emerging standard protocols for dynamic circuit provisioning
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and NLR, ESnet to the DOE HEP labs, and the NRENs and GEANT3 in Europe via these peerings, as an 
integral part of a robust, global architectural solution, to provide the bandwidth and data transfer services 
needed by hundreds of physics groups at Tier2 and Tier3 sites. Through adoption of the GLIF open 
lightpath exchange policies, it will work with TransLight/StarLight to provide the broadest reach possible, 
linking R&E networks and research teams in many fields of science in the US, Europe, Asia and Africa. 
DYNESTAR will deliver these capabilities to the broader scientific community by coupling dynamic 
circuits, high throughput data transport and end-to-end monitoring to the grid-based analysis systems. 
Leading examples are ATLAS [1], CMS [2] and the other LHC experiments, where DYNESTAR will 
greatly improve the performance of data analysis. DYNESTAR will amplify the capabilities of Open 

monitoring, and services for circuit management and scheduling from UltraLight and p
proposed FENRIR project, DYNESTAR will allocate channels with bandwidth guaran
data flows, enabling thousands of scientists to utilize network resources more effectively
A focus of DYNESTAR will be to support the long-range multi-teraby
by the LHC program, in particular the university-based Tier2 centers, complementing D
whose main focus is Tier0-Tier1 and Tier1-Tier1 operations. DYNESTAR will also s
programs such as LIGO, the Virtual Observatory, large scale sky surveys, the Earth Sy
broader scientific community through the use of standard (IDC-based) dynamic circuits
DYNESTAR will build on key open source software components that have already bee
tested and hardened in part by our team: the Internet2 DCN Software S
perfSONAR, the UltraLight Linux kernel and high throughput applications such as
hybrid DYNESTAR architecture, existing applications such as LambdaStation and Ter
flows from selected end-systems towards the dynamic circuits, on a per-flow basis. Th
support standalone services and applications targeted at individuals and small group
capabilities of scientists in many data intensive fields on campuses across the U.S. and E
We are requesting funds from the NSF IRNC program for transatlantic links that are the
DYNESTAR: initially two OC-192 links in 2010 that will interoperate with the exist
infrastructures to create a resilient mesh of approximately 8 transatlantic and 8 continen
As DYNESTAR and its partners progress to 40 Gbps and 100 Gbps next-generation n
funded part of DYNESTAR will reach 100Gbps of transatlantic capacity by 2014, w
contribution on the same scale from our partner net
LHCNet for Tier0 and Tier1 operations, and 100G links in the US and Europe provis
network partners mentioned above by that time.  
DYNESTAR intends to collaborate with the IRNC:Exp project FENRIR [4], that 
DRAGON results to develop a generally applicable dynamic cyber-resource provisi
management service. Acknowledging its importance and potential direct benefits to DY
broad community served, DYNESTAR will dedicate 1 Gbps between the US and Eu
global FENRIR test-bed, along with the other FENRIR partners. 
Broad Impact: In addition to dynamic end-to-end circuits, DYNESTAR will apply it
mesh-restored connections to support peerings at Layer3 across the Atlantic wi
availability: in excess of 99.9% based on US LHCNet experience. DYNESTAR will w



Science Grid [3] by providing the highly reliable network services essential for efficient grid operations. 
B. Organization Description 
DYNESTAR will provide, through collaboration with its partners TransLight/StarLi
NORDUnet, the transatlantic bandwidth and circuit-oriented services needed to br
European R&E networks. By interconnecting major lightpath exchanges on both co
capacity links, it will also extend the reach to other regions of the 
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connect further through RUNNet/GLORIAD to MoscowLight. 
DYNESTAR will collaborate with DANTE through peering arrangements with its GEANT3 network, 
guaranteeing IP connectivity with NRENs not directly present at the Lightpath Exchanges, as well as 
through dynamic circuit connections with its AutoBAHN system, providing Layer 2 connectivity between 
end-sites in the US and Europe. 
B.1. Path to 40/100Gbps Technology Deployment 
In the US, ESnet and Internet2 are collaborating with industrial partners on future 100Gbps based 
backbone on national footprint. ESnet’s Advanced Networking Initiative, funded by DOE’s ARRA 

enhance and expand upon, the existing US LHCNet infrastructure, profiting from bo
well as the operational structure proven to be highly efficient during the past 5 years.  
DYNESTAR’s proponents have a unique range of capabilities, spanning production net
circuit development in the context of DICE and GLIF as well as resi
[6] and LCAS [7] standards across the Atlantic, next generation network developmen
(including 100G network trials), and the development and deployment of the state 
throughput applications (such as FDT [8], [9], [10] and the UltraLight Linux kernel). 
Organizationally, DYNESTAR will integrate into the USLHCNet managemen
USLHCNet is co-managed by Caltech and CERN, as detailed in Section H. In addi
DICE and GLIF on dynamic circuit software and methods, Caltech’s roles inc
transatlantic networking for high energy physics in 1982; together with CERN and its p
providing transatlantic networking for HEP since 1988; developing US LHCNet tog
since 1995; developing the state of the art for high-throughput open-source data transfer applications and 
tools while leading the NSF-funded UltraLight and PlaNetS projects (Fast Data 
UltraLight kernel); founding along with its US and European partners, the open hybrid c
network architecture widely adopted by the major R&E networks in the US and
deploying, operating and developing the first layer 1 fully
since 2007.  
CERN has been engaged in advanced wide area networking for the last 30 years, is th
World Wide Web and  the leader of the LHCOPN. As a partner in US LHCNe
remains at the forefront, together with its US and European partners, of state of the art 
systems for research and education, with a focus on the LHC program.  
In the US, US LHCNet collaborates with ESnet and Internet2 as well as the Ultralight/P
provide end-to-end services to the research community, both IP routed as well as
DYNESTAR will integrate from day one into this collaboration, extending the common
to reach a wider range of end sites both in the US, notably TransLight/StarLight, as well
In the scope of the DYNESTAR project, Caltech will partner in Europe with CER
NORDUnet [14] and DANTE [12]. SURFnet, 
DYNESTAR project by providing capacity on its dark fiber, lit with 40 and later
between the Netherlight and CERNlight exchanges, creating a mesh topology and incr
bandwidth and resilience. DYNESTAR will partner with NORDUnet through capa
interconnection at Lightpath exchanges on 
between New York and Copenhagen (part of the NSF sponsored TAJ project [16]) to be
2009, will also connect to Greenland and Iceland. Through the NorthernLight e
Copenhagen, DYNESTAR will also be able to reach NORDUnet’s connected research sit



program, will start with a prototype wide area network spanning the continent, pro
facility for researchers, and aiming at near-term transfer to
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RFI to identify potential partners to provide its future 100Gbps backbone. 
On the European footprint, efforts are under way for construction of a 100Gbps 
interconnecting open Lightpath exchanges. A first 100G capable dark fibre is being dep
and CERN between the Netherlight exchange point and Geneva, where CERN is
exchange point, CERNLight. The commissioning of this 100Gbps link between the tw
for September 2009. The fiber will initially be lit by three 40 Gbps channels. 100Gbs li
be introduced in the 2010/2011 timeframe. RENATER, the French NREN, is buildin
between CERN and Lyon, with possibility to be extended to a new Lightpath exch
giving access to northern Africa and Asia in 2010. DYNESTAR will connect into thi
initially landing one transatlantic circuit in Amsterdam, and one in Geneva. The topology, including t
existing USLHCNet infrastructure is shown in Figure 4 below. The two exchange points (Netherlight and 
CERNLight) will be interconnected through the SURFnet/CERN dark fibre, provid
ob

ing resilience and 

 happen by around 
12. 

r ustness of the whole network. 
With the above developments in mind, DYNESTAR includes a plan for an upgrade to 100Gbps, once the 
t ecome available on transatlantic cable systems echnology will b [17]. We expect this to
2012/2013. The timeline includes hardware upgrades to 100G capable devices before 20
C. Science Impact: Meeting the Needs of Data Intensive Science   
C.1. Requirements 
High Energy Physics (HEP), and in particular the Large Hadron Collider (LHC) [18] experiments, is a 
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leading example where a revolutionary paradigm shift has occurred within the last 9 
site based computing has given way to globally distributed computing to support the very
collaborative data analysis efforts, and to secure sufficient computing power to analy
rates generated by the detectors and the subsequent processing steps. All of this depen
highly capable, scalable, high speed, highly interconnected, and very reliable net
experiments’ “Tiered” computing and storage system already encompasses hundreds of sites, 
which hosts from tens of terabytes (Tier3) to hundreds of terabytes (Tier2) to petabytes (

Sustained throughputs among the sites at speeds of 1-10 Gbps (and in some cases > 10
days are in producti
LHC data volumes and transfer rates are expected to expand by an order of magnit
several years, as higher capacity storage and regional, national and transoceanic net
100 G  become av nd affordable andwidth
300 - 0 per pected to ts steady exp
Trans tic ba ple, is expected to reach appro
2014, h sim of presence in the US (NYC
(CERN d Amst
Other fi ds of da  sciences face sim r challenges [19] R
have sho n that nuclear phy ics exper equire 20-40 Gbps to the BN

Year Production Experimental Remarks 
2001 H 0.155 0.622 – 2.5 SONET/SD
2002 0.622 2.5 SONET/SDH; DWDM; GigE Integr. 
2003 2.5 10 DWDM; 1 & 10 GigE Integration 
2005 10 2-4×10 λ Switch, λ Provisioning 
2007-8 2–4×10 ~10×10 (and 100) 1st Gen. λ Grids 
2009-10 6-8×10  ~20×10 (and 2×100) 40 Gbps λ Switching 
2011-12 ~20×10 (or ~2×100) ~10×100 2nd Gen. λ Grids, Terabit networks 
2013-15 ~Terabit ~Multi-Terabit ~Fill one fiber 

Table 1: Bandwidth Roadmap (in Gbps) for Major HEP Network Links 



across the Pacific and 20 Gbps across the Atlantic by 2012, leading to requirements o
major sites such as Vanderbilt and MIT. In a similar time frame, the needs 
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electromagnetic spectrum from γ-rays to X-rays to the ultraviolet, optical and infrared including the Fermi 
[29], GALEX[32] and JDEM[33], Spitzer[34], Herschel[35], and ground-based surveys. Measurements of 
the cosmic microwave background and radio spectrum include the WMAP[39] and PLANCK[40] 
satellites, and a number of ground-based instruments, including eVLA[41], LOFAR[42], ATA[43], and 
SKA[44] prototype arrays. It is only when these datasets are combined – collating data from several 
different surveys or matching simulations to observations – that the full scientific potential is realized; the 
scientific returns from the total will far exceed those from any one individual component. One area of a 
particular growth and interest are synoptic sky surveys, which cover the sky many times looking for 
moving (e.g., Earth-crossing asteroids) or variable objects (e.g., Supernovae, and other types of cosmic 

[1] of clim
System Grid [21] and a wide range of biological and environmental research areas and 
are expected to be in the 100-250 Gbps range. In fusion energy sciences [22], the 
requirements of presently deployed tokomaks and supercomputer centers are expected
Gbps in this time frame, followed by ITER [23] that will require more than 80 Gbps of
keep up with the anticipated flow of real and simulated data (82 Tbytes/hr). The need
energy sciences [24] to support remote experimentation, visualization and
s ation Neutron Source, and supercomputer studies of combustion, are
expected to grow from 4-20 Gbps by 2012, to 10-100 Gbps in the following years. 
C.2.  Motivating Science Applications  
DYNESTAR’s resilient infrastructure will deliver the capabilities required to supp
science to the scientific community by coupling dynamic circuit provisioning, hig
transport and end-to-end monitoring services to their grid-based analysis systems. Lead
ATLAS and CMS, where DYNESTAR will help them greatly improve the performanc
analysis operations. DYNESTAR will also amplify and broaden the capabilities of the Open Science Grid 

ynchrotron light sources, the Spall

(OSG), augmenting the OSG software stack w
high priority data transfer tasks, and monitoring data transfer performance, to op
throughput among the grid sites. DYNESTAR will use results from the NSF-funded U
PLaNetS and DISUN [27] projects along with the DCNSS (see Section D.3)  to accomp

C.2.1. LHC: Physics and Computing Challenges  
High Energy Physics experiments are breaking new ground in understanding the unifica
origin and stability of matter, as well as structures and symmetries that govern the natu
universe. To improve our understanding of the nature of matter and space-time itself, re
isolate and observe rare events, predicted by a variety of new physics theories that go b
understanding. Even by utilizing highly-processed “analysis object data”, the size o
suitable for discovering such rare events is at the terabyte level with similar amount
simulated data required for hypothesis testing.  Further, assuming a typical LHC d
(“Run”) of 1-3 hours of stable operations, the size of a canonic
Hence, physicists performing searches for possible new physics
conducting detector calibration and systematic studies, which are vital for establishing 
of new physics signals, will frequently request terabyte or larger sized dataset “chunk
Over time, total HEP data volumes are expected to rise from the multi-Petabyte (1015 By
(1018 Byte) range within the next 10-15 years, and the corresponding bandwidth re
major links are expected to rise from 10 Gigabit/sec (Gbps) now to the Terabit/sec (T
this period, as summarized in the roadmap of major HEP network links [28]. 

C.2.2. Virtual Observatory: Astrophysics and Computing Challenges.  
Astronomy continues to generate data with an exponentially growing rate. There ar
petabytes of data on astronomical archives worldwide, with a doubling time of ~1.5 yea
continue in the next decade with several new and massive surveys of the Universe sp



explosions).  Leading examples include the soon-forthcoming Pan-STARRS[47] an
surveys (~1 TB/night), and the future LSST
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[49] (~ 30 TB/night). Real-time detection
transient events discovered by these surveys poses special challenges, as astronomers want t
of changes in the sky within minutes of a γ-ray burst or supe
pipeline must be able to meet these real-time requirements.   
C.3. Meeting the Requirements: Hybrid Network Architecture 
In order to meet the science requirements, Internet2 and ESnet, along Caltech/U
GEANT2’s AutoBAHN project [50] in Europe, have developed a strategy (originate
CERN in 2004) based on a dual or hybrid network architecture, where the tradi
backbone is paralleled by a second, circui
Major examples are Internet2’s Dynamic Circuit Network (DCN) and ESnet’s Sci
(SDN). By extending the circuits between US and European end sites across the A
LHCNet’s infrastructure, DYNESTAR will provide: 

Increased bandwidth capacity and reliability of ne1) twork access, by mutually is
long-lasting flows (on the DCN and/or SDN) and the traditional IP mix of many

2) Guaranteed bandwidth as a service by building a system to automatically s
implement virtual circuits traversin

3) Improved ability of scientists to access network measurement data for all the n
end-to-end that are critical to their science through the perfSONAR monitoring i

The separation of the circuit-oriented network from the IP backbone also is driven by th
different functional, security, and architectural needs: 

1) The general purpose campus networks must accommodate a huge number of
and open access means supporting flows from many unidentified sources, whil
improper exploitation. Firewalls are therefore used, which are in general n
support very large traffic volumes if there are very large individual flows. The
on the other hand, can be limited to accept traffic only from authenticated, 
Using digital certificates to establish identity obviates the need for firewalls. 

2) While high capacity traditional layer 3 routers are needed to support the huge
inherent in general purpose internet traffic, supporting the rapidly growing v
data traffic on these rout

s. This network interface
router port prices are expected to remain in the several hundred k$ range for the

The need for dynamic, scheduled circuits also is clear. Static “nailed-up” circuit archite
to meet the demand. In DYNESTAR, each Tier2 site will typically aim for 3-10 Gbps t
dataset transfers of 30 TBytes in a 24 hour day or less. It would be impractical to set up
up” circuits of 1 and 10 Gbps to serve the more than 100 Tier2 sites. 
D. DYNESTAR System Design  
D.1.  Functional Description 
DYNESTAR will extend hybrid network and dynamic circuit capabilities among campuses and 
laboratories across the Atlantic, providing several critical functions for effective network use to the Tier2 
sites involved, as well as the national and international networks: (1) Network resource allocation with 
bandwidth guarantees to ensure performance of data transfers, (2) Monitoring of the network and data 
transfer performance, (3) A request infrastructure, where grid applications can request bandwidth and 
provide information on the estimated data transfer volume, and policy-based information such as relative 
priority within a given virtual organization (VO), (4) Adjustment of dynamic circuits in response to link 
outages or impairment, or shifting workloads. In the transatlantic core, as in done in 24 X 7 operation in 
USLHCNet today, this will be done in a “hitless” manner at Layer 1 using VCAT and LCAS, while 



maintaining non-stop operation and (5) High throughput data transfers also will be enabled through state 
ot found. of the art applications, such as Caltech’s Fast Data Transfer Error! Reference source n

Figure 1 shows a typical example: a 50 Terabyte transfer of the type that DYNESTAR will support 
between a Tier 2 and a Tier 1 site. Similar transfers occur frequently at both Nebrask
well as UCSD, Michigan and a growing list of other Tier2 sites. 
All networks in the path require the ability to allocate network resources and monitor
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DYNES wo
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16 state and regional networks. 
D.2. Production Network D
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DYNESTAR will provide 
services among network doma
routed connections. As shown , the 
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pose Networking, 
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(GOLEs) for maximum reach
with Research and Education 
continents and beyond. The 
connectivity not only between

to guarantee end-to- end connectivity between campuses, research sites and data centres
To do so, DYNESTAR will provide a share of its routed bandwidth to General Pur
complementing, and collaborating with, TransLight/StarLight, NORDUnet, SURFnet a
connectivity.  
Figure 3 shows the topology at Layer 1 through Layer 3. At Layer 1 and 2, the infrast

Figure 1: Restoring a 50 TB dataset (FNAL – Nebraska) 
over Internet2’s DCN (Red) and ESnet (Green). 

ructure consists of 
Ciena [51] CoreDirector multiservice switches, interconnected through OC-192 circu
resilient fabric for Layer 2 and 3 connections. At Layers 2 and 3, Force10 E600 

its, providing the 
switch-routers are 
ector switches. By 
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low a default path 
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ular physical link. 
Net) is non-stop 

rm, and had been 
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without impact on its operational state. US LHCNet uses this feature for additional resiliency in case of 
link failures. In such a scenario, where only part of a virtual circuit can be restored on a backup path, the 
circuit can remain operational at reduced bandwidth, if configured to do so. Given the multiplicity of 
links already deployed on several geographically diverse paths as well as those planned, and to the use of 
the US and European networks for intra-continental  connectivity, the impact of a cable cut or other 
disruption of one or even two links will be relatively minor.  
The CIENA CoreDirector multiservice switches provide an advanced platform supporting Layer 1 and 
Layer 2 operation. US LHCNet virtualized network strategy makes best use of all advanced features 
provided. Virtual Concatenation (VCAT) is used to provide scalable virtual circuits between end points 

interconnected in full-mesh topology through virtual circuits provided by the CoreDir
sharing the infrastructure with US LHCNet, DYNESTAR will be integrated with, and
its highly resilient fabric. All services are virtualized; the virtual circuit connections fol
defined during instantiation, but are mesh protected within the whole network. The serv
will provide are therefore based on provisioning bandwidth, not on the use of a partic
The key advantage of this field-proven approach (in daily production in US LHC
operation. In case of a link outage, the connectivity and all services are maintained, with bandwidth 
automatically re-allocated among the virtual circuits according to policy and priorities. 
Link Capacity Adjustment Scheme (LCAS) is well implemented on the CIENA platfo
field-tested in operation of US LHCNet. It allows modifying the allocated capacity o
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Using the state-of-the art features 
provided by the current SONET 
standard [52] as well as mesh 
protection in the network, we 
identify the following classes of 
services, at Layer l of the network 
(unprotected, and mesh-protected 
services, with or without 

VCAT/LCAS): 
• protected, guaranteed bandwidth through mesh-protection 
• unprotected, reduced bandwidth in case of outage through use of LCAS 
• unprotected, full bandwidth or 0 in case of outage without LCAS enabled 

Figure 3: Concept of DYNESTAR/USLHCNet service planes, Layer 
1-3. At Layer 2, only the StarLight and Netherlight switches are 

shown for clarity. Same infrastructure is deployed in all 4 GOLEs. 



We emphasize that these services are already in production, around the clock, in USLH
At Layer 3, we provide IPv4 and IPv6 services through peerings with our partner netwo

CNet.  
rks in Europe and 

d circuits between 

 national footprint 
5 years. The team has gained expert level knowledge in IPv4, IPv6, multicast routing as well 

necessary services 

 added to the US 

the US. Dedicated capacity for IP peerings will be provided through a set of protecte
the DYNESTAR PoPs.  
Caltech has constructed and been operating the Ultralight experimental network on US
for the past 
as MPLS. Building on this experience, we will provide and support the corresponding 
in DYNESTAR. 
The bandwidth of DYNESTAR will begin with two links (NY-GVA and NY-AMS)
LHCNet footprint (as shown in Figure 4) and will advance annually to meet the expanding needs of the 
LHC Tier2 sites as well as other needs of the data intensive science community, while taking advantage 
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of ongoing evolution of the cost per unit bandwidth to
on our long experience with annual RFPs for transatlantic links in US LHCNet, we
funded portion of DYNESTAR to reach a capacity of 100 Gbps by 2014. 
D.3. Dynamic Network Allocation: OSCARS and DRAGON 
The dynamic allocation of network resources in DYNESTAR is provided by two softw
On-demand Secure Circuits and Advance Reservation System (OSCARS) [53] and (2) 
shown in These open-source tools, which 
are combined in a publically available pa
by Internet2. OSCARS implements the In
[57]. The IDCP is being used as input in s
Global Lambda Integrated Facility (GLIF)
At OGF the IDC protocol is being used a
the Network Service Interface Workin
(NSI-WG) [60]. In GLIF it is being integ
the GLIF Network Interface (GNI) 
heavily leverages topology work from 
Network Measurement Working Group 
[61]. 
Internet2 has seen approximately 61
built from January 2008 to July 2009 

0 circuits 
]. 44% of [

those have been initiated by the ATLAS
[64] project and the CMS LambdaStation [65] 
project, both of which are designed to offload data 
from local IP networks onto circuit networks when 
large flows are established. ESnet statistics show 
that as early as 2007, 77% of the traffic from 
FermiLab (10 Petabytes that year), including the 
transfer shown in Figure 1, went over 
dynamically allocated circuits [66]. 
The IDCP defines th

Figure 4: Circuit topology for 2010 op
DYNESTAR links (red) to the USLH

erations, adding 
CNet footprint. 

e format of messages that exchange information about local network topology, check 
resource availability, and coordinate circuit creation between networks. The OSCARS software handles 
user requests, inter-domain interactions, and the scheduling of resources. When a circuit needs to be 
created or removed from the network, OSCARS contacts the DRAGON software (Figure 5). The 
DRAGON software, which currently supports nearly 20 switch models [67], uses GMPLS [68] to 
configure switches with VLANs and quality of service (QoS) parameters in the local network. US 
LHCNet has been one of the first networks to deploy the Internet2 DCN Software Suite (DCNSS) in its 
production network in early 2008. Since then, the DCN has been used for demos and applications 
between Ultralight servers at CERN and end sites in the US, such as Caltech which has its own DCNSS 
instance in production use. 



The US LHCNet deployment of the DCN, shown in Figure 6, includes possible future inter-domain 
connections with systems in Europe such as AutoBAHN, Phosphorus or DRAC. DYN
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currently being finalized in the OGF Network 
Measurement and Control (NMC) group [71]. 
perfSONAR has deployments at 83 sites around the 
world with the number continuing to grow [72]. 
Implementations of perfSONAR are made available 
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among others. Although perfSONAR has been used 
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Figure 5: Dynamic circuit architecture based on
OSCARS and DRAGON. 

articipation from USLHCNet. 
Internet2’s DCN, now an operational pilot, is expected to be available as a full service
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Figure 6: US LHCNet DCN deployment. 
DYNESTAR will profit directly from this already-
operational infrastructure. 



mostly to monitor IP networks until now, perfSONAR developers also have   work
monitoring of dynamic circuits, and these tools have been used on backb

ed to support the 
ones such as Internet2 and ESnet 

 on network links.  [73]. This includes weather maps of network status and data utilization
E. Operations, Monitoring, Quality Assurance and Security Plan 
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Service assurance in DYNESTAR, based on USLHCNet’s experience, will be guided by several field-
proven concepts: (1) high availability by design, (2) trouble management and fault isolation, (3) 
performance assurance and monitoring, (3) secured systems and operations, (4) contingency and service 
recovery guidelines. These assurance guidelines are detailed in the operations manual of USLHCNet. 
In addition to the application of state of the art high-throughput methods and tools, DYNESTAR has been 
designed to provide a high performance network with 99.9+% availability, through the use of multiple 
links across the Atlantic, network equipment which provides robust fallback at the optical layer in case of 
link failure, and automatic re-direction of network traffic using redundant network equipment at each of 
the DYNESTAR points of presence. This target represents an achievable network availability level, based 

management. All DYNESTAR operational, monitoring and security aspects will be fu
the corresponding structures within US LHCNet. 
Today, the distributed US LHCNet NOC, with engineers located at CERN and Calt
LHCOPN Tier 0 – Tier 1 connections between CERN and US Tier 1s (BNL, Ferm
dedicated Tier 1 – Tier 1 connections between the US and European Tier 1s (e.g. Fem
current team includes one lead network engineer, two network engineers and one 
system developer in charge of monitoring system development and support. The 
contacts (e-mail and phone number) to report faults, forwarded based on the time zone
network engineer(s) on duty. During weekends, one engineer is designated on-call and c
to his mobile phone. 
The USLHCNet NOC monitors the quality, availability, and effectiveness of the s
Procedures for fault isolation, timely problem resolution and service assuranc
based on 5 years of operational experience in transoceanic networking. USLHCNET
documented operational manual, including contingency plan for every possible netw
domain. For emergency interventions, USLHCNET has remote hands contracts at e
Estimated resolution time is foreseen for every failure scenario. A strict SLA is part o
transatlantic links for quick problem resolution or re-routing of circuits in case of exten
Service assurance is provided using redundant services and monitoring with autom
Layer1 protection (Mesh protection with VCAT/LCAS) is enabled for high priority
There are two dynamic circuits provisioning service instances in the USLHCNet do
distributed monitoring system provides resiliency in gathering the monitoring data
PerfSONAR), and raises alarms to the NOC engineering team when attention is required. 
To track the status of the reported faults, and of planned or emergency maintenance wor
NOC uses a ticketing system. A ticket is opened when the NOC receives a partner NOC
monitoring system reports, e-mails or calls indicating a problem. The tickets are update
during fault isolation and recovery process, and all involved parties (partner NOCs, us
the progress. After problem resolution, the functionality is checked, the recov
n
To assure high quality performance monitoring, USLHCNet uses the open sou
monitoring system, a toolset widely used by the research community and R&E netwo
Internet2, ESnet, GEANT and European NRENs). USLHCNet has deployed one 

eeded, and the ticket is closed.  

PerfSONAR monitoring services (developed by Internet2) that monitors the status of
connections in addition to the physical link status. The collected information is share
partners like DANTE’s E2EMON monitoring system for monitoring of the LHCOPN c
E.1.  Fault isolation, Timely problem resolution, Service assurance  



on 5 years of operations, monitoring and management experience with multiple O
circuits in US LHCNet, as well as the use of resilient virtual circuits on a geogr
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state of the art security practices in use by USLHCNet, 

agement VLANs. 
r SNMP and TL1 

-date based on the 
 a reliable version is available. Software bugs are 

actively reported to the vendors. Network security advisories e.g. CERT, are actively followed to 
avoid operational failures and system break-in attempts. 

3. Physical access – The collocation areas are actively monitored by the providers (StarLight, 
NYSERNET, SARA and CERN). Activity inside the cage is recorded with strict check-in and check-
out procedures. Only a limited number of network engineers has physical access to the network 
equipment. The collocation facilities provide remote hands either from their own staff or authorized 
sub-contractors, and any non-USLHCNet personnel (e.g. technicians dispatched by hardware 
providers) requesting access to our equipment has to be authorized in advance by USLHCNet 
operations team, and registered with the colocation facility. 

footprint with autom
E.1.1.  Fault Isolation  
The fault isolation procedure consists of identifying the cause of the outages based 
system reports, equipment logs, partner NOC's re
operation centres. Faults detected by the agents of the monitoring system are isolated a
fault handling procedure contains the following major steps:  

• Determine network stack layer at which the problem appears (IP, switched, phy
information is usually obtained from the type of problem, monitoring system and

• If the fault is believed to be in the carrier dom
corresponding carrier’s NOC through web portal or phone call. 

• If the fault is in DYNESTAR’s hardware, the faulty module is identified and rep
has NBD maintenance contracts with its hardware vendors. 

• If the fault is related to routing, it is resolved internally (if originating in our do
with partner NOCs in case of external routing issues. 

• If the fault presents a major network incident than the contingency plan is followed. A de
contingency plan is prepared for USLHCNet operations, and will be applied to DY

• After the f
fault and the recovery process are documented for reference and to enhance the p
in the future.   

The US LHCNet operations manual contains detailed procedures relating to pro
management. 
E.1.2.  Performance 
I vide high quality services the following performance n order to pro
DYNESTAR: (1) System and circuit uptime, (2) Mean time between failures/Mean ti
(MBTF/MTTR), (3) Observed network throughput, (4) Software and hardware failur
er sponse time (5) Call blocking statistics – successful reservation and instantiation 

Failure rate – the number of dropped connections. Based on USLHCNet’s experience, 
circuit availability is around 97-98%, due to path diversity, and the use of mesh protection for primary
services, the resulting service uptime is expected to be above 99.9%. 
E.2.  Security Plan 
DYNESTAR project will continue to follow the 
and it will take in consideration aspects including:  

1. Remote Access Control is addressed using Access Control Lists (ACLs) and Man
Remote access to network equipment is allowed through ACLs. The same is true fo
access, where read-only access is allowed to the management/ monitoring stations. 

2. System Update – Optical, switching and routing network equipment is kept up-to
recommendations by vendor, and only when



4. Unauthorized Network Functions – Unused ports and modules are shut down to avoid physical 

STAR’s contingency 

ecovery processes 
e: 

antic link failure. 
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evel Agreement) the service provider might be asked to provide alternate path. 
R's main service, the circuit 

iency in the circuit 

ents. 
describes the procedures for reallocating network services of the failed PoP to 

 regularly updated 

and their control 
e control plane is 
y in the IP routed 

idents in the 
t the control plane. 

security best practices: physical security; remote access using Virtual Private 
tware. In case of a 

ident in the control plane, the response plan will go through the following steps:  
are identified using 

t – the compromised part of control plane need to be taken out 

ed and put back in 

ntation – Each security incident is well documented in DYNESTAR's knowledge base 
 the recurrence of 

break-in-attempts.  
Failure Management – a link or network equipment failure triggers DYNE5. 
plan. The structure of the contingency plan is described in the following paragraph. 

E.3.  Contingency Plan 
DYNESTAR’s contingency plan addresses all the possible failure scenarios and the r
for them. It contains the following failure scenarios, together with estimated recovery tim

1. Link failure recovery contains procedures for recovery from extended transatl
Circuits and services are rerouted to DYNESTAR's remaining links during the ou
SLA (Service L

2. Service failure recovery provides procedures in case the DYNASTA
provisioning service, is failing. This recovery process is based on the service resil
provisioning servers. 

3. Equipment failure recovery procedures for bypassing and replacing faulty equipm
4. PoP failure recovery 

DYNESTAR's alternate PoPs. 
DYNESTAR's contingency plan is based on USLHCNet's, which is a well developed,
backup plan, tested and proven effective during past failure scenarios. 
E.4. Control Plane Integrity 
DYNESTAR's control plane consists of management stations (including IDCs) 
connections with the network devices as well as each other. For circuit services, th
separated from the data plane, as it uses IP connectivity between the nodes. Resilienc
connections together with Layer 1 protection makes the control plane highly robust. Inc
control plane will not affect the data plane, and incidents in the data plane will not affec
The control plane respects 
Network (VPN) services; encrypted information exchange; up to date hardware and sof
security inc

1. Identification of the source of the incident – Security incidents and threat risks 
proactive monitoring, users’ feedback, and periodical security checks. 

2. Isolation of the source of the inciden
from production system 

3. Recovery process – The security threat is corrected. Affected components are test
production 

4. Docume
5. Elaboration of a prevention plan – Methodologies are defined and tested to avoid

the recovered security incident. 
F. Usage Policy of International Links 
The international links making part of this proposal will interconnect through lightpath exchanges major 
R&E networks on both sides of the Atlantic and beyond. Particular consideration is given to connections 
to LHC Tier1, Tier2 and Tier3 sites, as they are expected to be the main users of the services at least in 
the initial stages.  
The Acceptable Use Policy (AUP) will encompass all data intensive research fields requiring high 
throughput data transfers, such as eVLBI, LIGO [83], nuclear and plasma physics, bioinformatics, etc. 
Utilization metrics will be collected on site and virtual organization basis for circuit oriented connections 
by means of AA mechanisms incorporated in the control plane software. Each request is authenticated 
and authorized before accepting the circuit reservation. For IP connections, peering policies will enforce 
rightful utilization, while netflow/sflow metrics will be collected for evaluation purposes. 



G. Budget proposal 
The DYNESTAR budget takes large advantage of cost sharing with the existing US
funded by DOE. In particular colocation, maintenance and especially manpower costs are reduced, and
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ectly by acquiring 
 

ssociated share of 

represent a substantial share of the total. The transoceanic OC-192 circuits will conne
USLHCNet’s CIENA optical multiplexers. 
Part of the infrastructure costs are contributed by our partners. CERN contributes dir
the necessary CIENA hardware in Geneva, as well as bearing the colocation costs there. SURFnet
contributes by providing capacity on the Geneva-Amsterdam 100Gbps link and its a
hardware resources, and the manpower to operate it. 
The annual cost breakdown is shown in Table 2. The total cost to NSF, summed up over the grant 
duration of 5 years, amount to $ 4,522 k, equivalent to an average of $ 905 k per yea
switch-router Equipment costs include port costs on switching and routing equipment, a
monitoring and DCN servers’ installation in the first year. The costs for 2010 and 2011 ar

r. The optical and 
nd also $ 50k for 
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pricing tables, and 
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“ ated upgrade costs of $ 400 
R lit betw  2010 k) and 2011 ($ 2 . 

current pricing obtained from USLHCNet’s RFP evaluation (Spring 2009), its vendor 
its effective operational costs. Costs in 2012-2014 include a projected evolution of -15
cost per 10 Gbps of bandwidth of transatlantic links, based on recent and long-t
experience, and recent market studies [78].    
On the road to 100Gbps technology in production use by or before 2014, USLHCNet’s roadmap fores

Direct
, we

s) to t
clude

e next
the up010/2011. As a fair from NEST

urre eras ” E s to th
Exascale” model. The total estim k are included in the Optical and Switch-
outer Costs line in the above table, sp een  ($ 200 00k)

Year 2010 2011 2012 2013 2014 
Bandwidth (Gbps) 20 40 60 80 100 
Transatlantic Circuit Lease Cost (k$) 230 390 500 570 600
Optical and Switch-Router Equipment (k$) 370 335 160 150 160
Maintenance and colocation (k$) 28 42 59 76 32
Manpower (1.25 FTE, k$, incl. travel) 152 158 164 170 176
DYNESTAR Cost to NSF (k$) 780 925 883 966 968

Table 2: DYNESTAR annual cost breakdown. 
H. Management plan 
H.1. Management and Organization 

Newman) and USLHCNet co-manager (D. 
naging large scale 
global scale. The 

The management team consists of the DYNESTAR PI (H. 
Foster, CERN). The management team and senior personnel has vast experience in ma
international networks as well as collaborative research and education projects on a 
management team, in consultation with operations management (see Figure 7) is responsible for the 
roadmap, strategic plan, external collaborations, and relationships with vendors including an annual RFP 
for circuits to optimize costs; monitors the project milestones and deliverables; and provides guidance to 
DYNESTAR team members related to both the strategic plan, and daily operations where needed to 
ensure that the project milestones are met.  
H.2. Interaction with the DICE Group and Other External Groups 
The management team collaborates with the DICE policy group on setting the directions regarding all 
policy issues. H. Newman, D. Foster and A. Barczyk are members of the DICE policy group since 2008. 
The policy group meets regularly twice a year in person, with regular conference call meetings in between. 
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 and an increase in 
the bandwidth for routed as soon as the new circuits come into operation. Layer 1 and Layer 2 
connections to exchange points and partner networks will be installed, and monitoring will be 
immediately available through preparation during the prior phase. The acquired links will be integrated 
into the dynamic circuit provisioning system, and tested in collaboration with US and European partners. 
The DANTE AutoBAHN project, which is expected to be available as a Service Activity by summer 
2010, will be integrated with the DYNESTAR DCN in this phase. 
H.3.3. Phase 3: First Year of Operation (October 2010 – September 2011) 
By October 2010 the DYNESTAR network will become fully operational, and provide services between 
partner networks across the Atlantic, with an initial capacity of 20 Gbps. Development and refinement of 

organized as face-to-face meetings twice a 
every 2-3 months via conference calls. 
The entire project team will participate in 
and GLIF consortia and work with the OGF 
that the services developed and deployed co
emerging standards for dynamic circuits and
monitoring. Together with GLIF, US 
Internet2, NLR, SURFnet, NORDUnet, 
European NRENs and GEANT3,
eam will work on evolving 

NESTAR 
t the architecture, 
operational methods and services of the global fabric 
of Open Lightpath Exchanges.  
H.3. Project Schedule and Milestones 
The general project schedule foresees activation of IPv4 and IPv6 services already wit
following the award. Dynamic circuit services are planned for deployment and operati
year of award. DYNESTAR initially plans to provide 50% of the total capacity for I

Figure 7: DYNESTAR management structure. 

supporting general purpose networking (including supporting flows to and from ph
Tier3 sites), and 50% for dynamic circuit services (including transatlantic flows amon
and Tier2s as well as other large data flows) . Based on round the clock in-depth monit
in operation, plus new PerfSONAR services to be developed in partner projects) the b
transit and circuit-oriented bandwidth will be adjusted as needed to best meet the needs 
H.3.1. Phase 1: Design, Planning, Tender Procedure and First Operation
Phase 1, prior to the delivery of the first new DYNESTAR circuits, will consist of design a
together with our partner networks, of the services to be delivered. A Request For Propo
prepared, based on the successful USLHCNet RFPs [83][84], and issued within one m
award, with a 3 month deadline. While awaiting the RFP replies, DYNESTAR will prep
be delivered. Peering agreements, and any mutual backup arrangements betw
partner networks will be prepared and activated. Hardware
the services deployed, and integrated with the partner networks’ monitoring infrastructu
In this phase, building on the cost and operations sharing with US LHCNet, we will 
currently deployed for general purpose networking, to immediately activate IPv4 
peerings with our partner networks in the US and Europe, providing routed connectiv
from day one. Any Layer 3 peerings not already present will be enacted, tested and
connections will be integrated into the common monitoring infrastructure based on PerfS

.2H.3 . Phase 2: Advanced Services Deployment (6 months)
Phase 2 includes hardware deployment to support the additional circuits, deployment and test of new 
circuits (expected to be available 3 months after the announcement of the RFP results),



operational procedures and methods and integration of services among the partner networks and 
continue throughout this phase.  
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organizations mentioned above will 
H.3.4. Phases 4-6: Annual Upgrades 
The upgrade plan, which will be made part of the initial RFP, includes annual tra
increases by 20Gbps, reaching 100Gbps by 2014. The corresponding ports requir
multiplexers and Force10 routers are included in the budget plan presented in Section
the Budget Justification section). Given the resilient circuit-mesh already in place, the d
links will be fully transparent to the partner networks and end-users, as has been the cas
The first 40Gbps wavelength service is offered by Hibernia Atlantic since Aug
2013/2014 we therefore foresee first transatlantic 100Gbps circuits to be commercia
upgrade of the existing switching and routing hardware to next-generation platforms i
in late 2010 for the CIENA multiplexers, and in 2010/2011 for the Force10 switch-
chassis upgrade cannot be made completely transparent, we will minimize the impa
staging the installation of each PoP in time, as demonstrated in similar upgrades in US
the resiliency in the fabric, services are expected to be only marginally reduced during t
Refinement of operational procedures and methods and in
organizations mentioned above will continue throughout these phases. The developm
services and high throughput applications for efficient use of 40 and 100 Gbps links 
partner projects, and will be periodically integrated into DYNESTAR following pre-pro
H.3.5. CIENA Multiplexer and Force10 Switch-Router Upgrades 
The CIENA CoreDirector multiplexers currently deployed in US LHCNet will be up
generation platforms in 2010. In order not to disturb the USLHCNet operation during 
year, the installation and test of the new devices will start in mid-2010, with the CoreDi
in-service through the end of the LHC run (November 2010).  
The new devices are operationally compatible with the existing CoreDirectors, whic
switch services in a nearly-transparent manner. Starting from November 2010, after th
run, US LHCNet will initially migrate one link between one pair of PoPs to the new de
of 2 months is foreseen before more circuits will be migrated, one link a
DYNESTAR/USLHCNet operates two PoPs on each continent, services will be
other, unaffected devices.  
The Force10 routers currently used in USLHCNet are limited to 10Gbps per port, and w
order to provide higher-bandwidth services in the future. Here again, we will upgrade 
In contrast to the CIENA upgrade, we foresee a fork-lift upgrade, i.e. the new chassis 
of the old one. This will result in a short (1 day) interruption of IP services through th
however overall the services will be maintained by way of the remaining three loca
upgrade two devices (Geneva and Chicago) in 2010, and two in 2011 (New York and Am
I. Results of Prior NSF Support 
Harvey Newman: (PHY-0427110: UltraLight – An Ultrascale Information System for Data Intensive
Research, $ 1.97M; 9/15/04 - 8/31/09) PI, developed a four-continent network tes
including dynamic circuits and state of the art high throughput transfer methods 
0622423: Phy

 
tbed and facility, 
and tools. (PHY-

sics Lambda Network System, $598,285; 8/1/07 - 7/31/10) PI, developed high throughput 
storage, monitoring and control systems with dynamic circuits for globally distributed data using the 
UltraLight testbed. (ANI-0230967: Multi-Gbps TCP Project, $468,240; 10/1/2002 - 9/30/05) Co-PI, 
developed and deployed high throughput TCP-based methods for large-scale long-distance data 
transfers.  (ANI-0230937: Next Generation Collaborative System Across Advanced Networks, $750,000; 
10/1/02 - 9/30/06) PI, developed a global autonomous collaborative system for the LHC and other major 
programs. (ACI-0086044: Grid Physics Network Subaward $762,000; 9/1/00-8/31/04) Co-PI, application 
of virtual data over networks in the CMS experiment. (EAI-0303620: Wide Area Network in a Lab 
Subaward, $110,000), integrated state of the art TCP protocols across WANInLab and the UltraLight 
network testbed.   
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